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other than the room containing stu-
dent records, unless those rooms are 
used by officials or employees author-
ized to have access to the student 
records. 

(c) When maintained in computerized 
form, student records shall be main-
tained, at a minimum, subject to safe-
guards based on those recommended in 
the National Bureau of Standards’ 
booklet, ‘‘Computer Security Guide-
lines for Implementing the Privacy Act 
of 1974’’ (May 30, 1975), and any supple-
ments to it, which are adequate and ap-
propriate to assure the integrity of 
records in the system. 

(d) The education institution respon-
sible for a system of student records 
shall be responsible for assuring that 
specific procedures are developed to as-
sure that the student records in the 
system for which it is responsible are 
maintained with security meeting the 
regulations in this section. These pro-
cedures shall be in writing and shall be 
posted or otherwise periodically 
brought to the attention of employees 
working with the student records con-
tained in the system. 

§ 43.23 Conduct of employees. 

(a) Employees whose duties require 
handling of student records shall, at all 
times, take care to protect the integ-
rity, security, and confidentiality of 
these records. 

(b) No employee of the educational 
institution may disclose student 
records unless disclosure is permitted 
under § 43.14 or made to the parent of 
the student or eligible student to 
whom the record pertains. 

(c) No employee of the educational 
institution may alter or destroy a stu-
dent record, unless: 

(1) Alteration or destruction is prop-
erly undertaken in the course of the 
employee’s regular duties, or 

(2) Alteration or destruction is re-
quired by an authorized administrative 
decision or the decision of a court of 
competent jurisdiction. 

(d) The educational institution re-
sponsible for a system of student 
records shall be responsible for assur-
ing that employees with access to the 
system are made aware of the require-
ments of this section. 
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§ 44.101 What directives apply to a 
grantee under this part? 

In making a grant under this part the 
Secretary will use only: 

(a) The Tribally Controlled Schools 
Act; 

(b) The regulations in this part; and 
(c) Guidelines, manuals, and policy 

directives agreed to by the grantee. 

§ 44.102 Does this part affect existing 
tribal rights? 

This part does not: 
(a) Affect in any way the sovereign 

immunity from suit enjoyed by Indian 
tribes; 

(b) Terminate or change the trust re-
sponsibility of the United States to 
any Indian tribe or individual Indian; 

(c) Require an Indian tribe to apply 
for a grant; or 

(d) Impede awards by any other Fed-
eral agency to any Indian tribe or trib-
al organization to administer any In-
dian program under any other law. 
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